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Domain Name System (DNS)
DNS is a hierarchical distributed naming system to 

translate domain names into IP addresses, which makes 

websites easier to remember, such as

§ tobiassattler.com instead of 78.46.19.133

The domain namespace is a tree, and its root is a dot.

§ www.tobiassattler.com.
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What is a zone file?
A zone file is a text file that describes a DNS zone.

Such a file contains mappings between domain names 

and IP addresses and other resources. A TLD zone file 

contains only domain names that are resolving.

The format of a zone file is defined in RFC 1035 and RFC 

1034 and was originally used by the Berkeley Internet 

Domain Name (BIND) software package.

A zone file is a sequence of entries for resource records 

(RR).
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Resource Records #1
There are many DNS Resource Records. This list is an 

overview of the most commonly used records:

A – Returns a 32-bit IPv4 address, most commonly used to 

map hostnames to an IP address of the host.

AAAA – Returns a 128-bit IPv6 address, most commonly 

used to map hostnames to an IP address of the host.

CNAME – Redirect to another name: the DNS lookup will 

continue by retrying the lookup with the new name.
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Resource Records #2
DNSKEY – The key record used in DNSSEC.

DS – The record used to identify the DNSSEC signing key 

of a delegated zone.

MX – Maps a domain name to a list of message transfer 

agents for that domain. Used for email.

NS – Delegates a DNS zone to use the given authoritative 

name servers.
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Resource Records #3
PTR – Pointer to a canonical name. Unlike a CNAME, DNS 

processing stops, and just the name is returned and used 

for reverse DNS lookups.

RRSIG – Signature for a DNSSEC-secured record set.

SOA – Specifies authoritative information about a DNS 

zone, including the primary name server, the email of the 

domain administrator, the zone serial number, and several 

timers relating to refreshing the zone.
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Resource Records #4
SRV – Generalized service location record, used for newer 

protocols instead of creating protocol-specific records 

such as MX. Commonly used for SIP (VoIP) and XMPP 

(Jabber / Instant Messenger).

TLSA – A record for DANE. This resource record is used to 

associate a TLS server certificate or public key with the 

domain name where the record is found.

TXT – Originally for arbitrary human-readable text in a DNS 

record. By now, they are usually used for DKIM, DMARC, 

SPF, etc.
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DNS Zone File Example
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What is the DNS root zone?
The DNS root zone is the top-level zone in the hierarchical 

namespace. This zone is served by 13 root server clusters, 

in total 929 instances, which are authoritative for queries 

to the TLD.

Thus, every name resolution either starts with a query or 

uses information that was once obtained from a root 

server.

Therefore, the root DNS servers are essential to the 

function of the Internet, as most Internet services are 

based on domains.
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Anycast Name Servers
Anycast is a network addressing and routing

methodology in which one source can ‘talk’ to a service 

that is advertised or hosted on multiple nodes configured 

with the same IP address.

It announces the same IP address simultaneously from 

different servers on the web.

Network routing will route the packets to the ‘nearest’ 

target based upon topology.
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Geographical distribution of Root Servers

Source: http://root-servers.org - Effective 06/2018
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Root Zone File Example

Source: https://www.internic.net/domain/root.zone- Effective 06/2018
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Getting access to zone files
Access to the root zone file is available for everyone and 

can be done with different tools.

Access to top-level domain name (TLD) zone files is 

available depending on the TLD.

All new gTLDs are available at ICANN’s Centralized Zone 

Data Service (CZDS).

Some TLDs offer their zone files directly, but many other

TLDs do not publish their zone files, such as .de.
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Centralized Zone Data Service
The Centralized Zone Data Service (CZDS) provides a 

centralized access point for interested parties to request 

access to the Zone Files provided by participating TLDs.

You may sign up for CZDS at ICANN, but you will need to 

request access to each TLD zone file you want to access. 

However, Terms and Conditions are forbidding to misuse 

this access.



Thank you!
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